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Head, stable, release
● Current/HEAD - tam lądują wszystkie nowe commity

● Stable - przetestowane zmiany pomiędzy releasami, API/ABI nie może się 
zmienić

● Release - oficjalny release



Head, stable, release



Instalacja



Instalacja
● Umożliwia instalację na ZFS

● Umożliwia instalację na UFS
○ Oraz prze partycjonowanie

● Umożliwia full disk encryption
○ Jeszcze kilka lat temu trzeba było samemu to konfigurowa
○ Tylko passphrase





Instalacja X11… going beyond...







Update FreeBSD - paczki
● Pre budowane paczki w FreeBSD, umożliwiające szybkie łatwe instalowanie 

oprogramowania

● pkg install <nazwa>
● pkg search <nazwa>
● pkg info
● pkg remove <nazwa>



Update FreeBSD - porty
● portsnap fetch
● portsnap extract

● svn checkout
https://svn.FreeBSD.org/ports/head /usr/ports

● make config
● make fetch
● make patch
● make 
● make install
● make rmconfig
● make deinstall



Update FreeBSD - freebsd-upgrade
● freebsd-update fetch
● freebsd-update install

● freebsd-update -r 12.0-RELEASE upgrade



Update FreeBSD - pkg base upgrade

Coming 

so
on



Update FreeBSD - make
● less UPDATING

● make buildkernel -ssj16 KERNCONF=GENERIC

● make buildworld -ssj16 KERNCONF=GENERIC

● make installworld -ssj16 KERNCONF=GENERIC

● make installkernel -ssj16 KERNCONF=GENERIC



Update FreeBSD - make
● mergemaster -p

● mergemaster

● make delete-old

● make delete-old-libs

● make buildenv



Update FreeBSD - co jeżeli coś pójdzie nie tak?

● Snapshoty
○ zfs snapshot -r data@upgrade
○ zfs list -t snapshot -H -o name data | xargs zfs rollback

● Checkpointy
○ zpool checkpoint
○ Zpool import --rewind-to-checkpoint

● Boot Enviroments
○ beadm
○ bectl

ZFS Version



Update FreeBSD - co jeżeli coś pójdzie nie tak?
ZFS Version
NAME                                      USED  AVAIL  REFER  MOUNTPOINT
zroot                                    9.87G  7.51G    96K  /zroot
zroot/ROOT                               4.37G  7.51G    96K  none
zroot/ROOT/default                        204K  7.51G  1.37G  /
zroot/ROOT/newbe                          204K  7.51G  1.40G  /
zroot/ROOT/upgrade-12                    4.37G  7.51G  2.31G  /
zroot/tmp                                 376K  7.51G   272K  /tmp
zroot/usr                                 656M  7.51G    96K  /usr
zroot/usr/home                            264K  7.51G   180K  /usr/home
zroot/usr/ports                           656M  7.51G   656M  /usr/ports
zroot/usr/src                              96K  7.51G    96K  /usr/src
zroot/var                                4.77M  7.51G    96K  /var
zroot/var/tmp                             224K  7.51G   136K  /var/t



Update FreeBSD - co jeżeli coś pójdzie nie tak?

● beadm
○ beadm create newone
○ beadm rename newone upgrade-12
○ beadm activate upgrade-12
○ beadm list

ZFS Version

BE         Active Mountpoint  Space Created
default    -      -          866.2M 2016-07-13 09:18
newbe      -      -          164.2M 2018-08-19 20:31
upgrade-12 NR     /            4.4G 2019-06-19 23:55

●

● W portach
● Napisane w shellu



Update FreeBSD - co jeżeli coś pójdzie nie tak?

● bectl
○ beadm create newone
○ beadm rename newone upgrade-12
○ beadm activate upgrade-12
○ beadm list

ZFS Version

BE         Active Mountpoint  Space Created
default    -      -          866.2M 2016-07-13 09:18
newbe      -      -          164.2M 2018-08-19 20:31
upgrade-12 NR     /            4.4G 2019-06-19 23:55

●

● W base system
● Napisane w C
● Kompatybilne z beadm



# gpart show md0
=>      40  25165744  md0  GPT  (12G)
        40       128    1  freebsd-boot (64K)
       168   8388608    2  freebsd-ufs [bootme] (4.0G)
   8388776   8388608    3  freebsd-ufs [bootonce,bootme] 
(4.0G)
  16777384   8388400    4  freebsd-ufs (4.0G)

https://oshogbo.vexillium.org/blog/62/

Update FreeBSD - co jeżeli coś pójdzie nie tak?
UFS Version

https://oshogbo.vexillium.org/blog/62/


Survival guide Handbook 



https://wiki.freebsd.org/Laptops

https://wiki.freebsd.org/Laptops


FreeBSD Status Reports



Twitter radzi



Twitter radzi



OpenBSD
Adam Wołk



I run something you don’t want.

solene@ https://bsd.network/@solene/103135123551600651

https://bsd.network/@solene/103135123551600651


Signify

https://www.openbsd.org/faq/faq4.html#Download

$ cat o66.pub 
untrusted comment: openbsd 6.6 base public key
RWSvK/c+cFe24BIalifKnqoqdvLlXfeZ9MIj3MINndNeKgyYw5PpcWGn
$ signify -Cp o66.pub -x SHA256.sig install66.iso 
Signature Verified
install66.iso: OK
$

https://www.openbsd.org/faq/faq4.html#Download


Installation

https://www.openbsd.org/faq/faq4.html

https://www.openbsd.org/faq/faq4.html


Installation



Installation



Full Disk Encryption

https://www.openbsd.org/faq/faq14.html#softraidFDE

https://www.openbsd.org/faq/faq14.html#softraidFDE


Full Disk Encryption



Full Disk Encryption



Partitioning



Partitioning



Partitioning
● Security (nosuid, nodev, noexec or wxallowed)

● Stability (critical filesystems separated from common usage)

● More flexible setups (ie. mount read-only)



Partitioning
tintagel$ cat /etc/fstab
526e8525c7463ce0.b none swap sw
526e8525c7463ce0.a / ffs rw 1 1
526e8525c7463ce0.k /home ffs rw,nodev,nosuid 1 2
526e8525c7463ce0.d /tmp ffs rw,nodev,nosuid 1 2
526e8525c7463ce0.f /usr ffs rw,nodev 1 2
526e8525c7463ce0.g /usr/X11R6 ffs rw,nodev 1 2
526e8525c7463ce0.h /usr/local ffs rw,nodev,wxallowed 1 2
526e8525c7463ce0.j /usr/obj ffs rw,nodev,nosuid 1 2
526e8525c7463ce0.i /usr/src ffs rw,nodev,nosuid 1 2
526e8525c7463ce0.e /var ffs rw,nodev,nosuid 1 2
tintagel$



Partitioning
● Have at least

○ /usr/local for wxallowed ports

○ /home to keep it over re-installs

○ /var for internet facing systems



Sets



Sets



Sets



Finishing up



Booting up



XDM



fvmw



Firmware & syspatch



Firmware & syspatch



Stable, Release or Current?
● -release ; new version every 6 months

● -current ; development version, becomes -release every 6 months

● -stable ; backported security & reliability fixes

Only two latest releases are supported and receive fixes.

6.4 becomes unsupported when 6.6 is released.



Updates
● Only two latest releases are supported and receive fixes.

○ Only latest release receives binary port updates (pkg_add -uiv)
○ Last two releases receive base system binary updates (syspatch)

● 6.4 becomes unsupported when 6.6 is released.
● sysupgrade to update to a new release

○ Follow the upgrade notes! https://www.openbsd.org/faq/upgrade66.html

● sysupgrade -s to go current
○ Always check following current! https://www.openbsd.org/faq/current.html

https://www.openbsd.org/faq/upgrade66.html
https://www.openbsd.org/faq/current.html


Autoinstall
$ cat install.conf
System hostname = server1
Password for root = $2b$14$Z4xRMg8vDpgYH...GVot3ySoj8yby
Change the default console to com0 = yes
Which speed should com0 use = 19200
Setup a user = puffy
Password for user = *************
Public ssh key for user = ssh-ed25519 AAAAC3NzaC1...g3Aqre puffy@ai
What timezone are you in = Europe/Stockholm
Location of sets = http
HTTP Server = cdn.openbsd.org



doas
$ cat /etc/doas.conf
permit setenv { ENV PS1 SSH_AUTH_SOCK } :wheel
permit persist puffy as root
$ doas whoami
doas (puffy@bsdpl.local) password:
root
bsdpl$ doas whoami
root
bsdpl$



Xfce4, but applies to all desktops
● pkg_info -Q xfce - search for packages
● doas pkg_add xfce install the package



Xfce4, but applies to all desktops
$ echo “exec /usr/local/bin/startxfce4” > ~/.xsession



i3, but applies to all desktops
$ doas pkg_add i3
$ cat /home/mulander/.xsession 
export LC_CTYPE=pl_PL.UTF-8
xset -b
xidle &
setxkbmp pl &
exec i3
$ 



Raise limits
/etc/login.conf



WiFi roaming
● ifconfig iwn0 join home-net wpakey passwordhere
● or define it in /etc/hostname.if(5)

https://www.openbsd.org/faq/faq6.html

$ cat /etc/hostname.iwn0
join home-net wpakey passwordhere
join work-net wpakey passwordhere
join cafe-wifi
dhcp

https://www.openbsd.org/faq/faq6.html


OpenBSD.ams https://openbsd.amsterdam/

https://openbsd.amsterdam/


OpenBSD.rocks https://why-openbsd.rocks/fact/

https://why-openbsd.rocks/fact/


OpenBSD Innovations https://www.openbsd.org/innovations.html

https://www.openbsd.org/innovations.html


OpenBSD 6.5 jumpstart http://www.openbsdjumpstart.org

http://www.openbsdjumpstart.org/


OpenBSD FAQ https://www.openbsd.org/faq/

https://www.openbsd.org/faq/


NetBSD
Konrad Witaszczyk





Supported architectures

In total: 58 ports (8 Tier I, 49 Tier II, 1 Tier III)



HP Jornada 680 (port hpcsh)

● Hitachi SuperH SH-3 133 MHz
● 32MB RAM
● Windows CE 2.11
● Modem
● Microphone and speaker
● CompactFlash
● PCMCIA
● Released in 1998



Source: https://www.netbsd.org/gallery/in-Action/



Goal

Install NetBSD-current on Jornada 680 using FreeBSD, and use the PCMCIA cards.



Requirements

1. CompactFlash card with a reader.
2. Kernel.
3. Root filesystem.
4. hpcboot(8) that loads and boots the kernel on Windows CE.



Attempt 1: miniroot on md(4)

We create one FAT16 partition with hpcboot(8) and miniroot:

# gpart create -s mbr da1

da1 created

# gpart add -t '\!6' -s 24M da1

da1s1 added

# newfs_msdos -F16 /dev/da1s1

/dev/da1s1: 49064 sectors in 6133 FAT16 clusters (4096 bytes/cluster)

BytesPerSec=512 SecPerClust=8 ResSectors=1 FATs=2 RootDirEnts=512 Sectors=49152 

Media=0xf0 FATsecs=24 SecPerTrack=32 Heads=64 HiddenSecs=0

# mount -t msdosfs /dev/da1s1 /mnt/jornada

# cp hpcboot-sh3.exe netbsd.gz miniroot/miniroot.fs.gz /mnt/jornada/

# umount /mnt/jornada











First we create separate partitions for Windows and NetBSD:

# fdisk da1
(...)
Media sector size is 512
Warning: BIOS sector numbering starts with sector 1
Information from DOS bootblock is:
The data for partition 1 is:
sysid 1 (0x01),(Primary DOS with 12 bit FAT)

start 32, size 262144 (128 Meg), flag 80 (active)
    beg: cyl 0/ head 1/ sector 1;
    end: cyl 128/ head 0/ sector 32
The data for partition 2 is:
sysid 169 (0xa9),(NetBSD)

start 262176, size 1736672 (847 Meg), flag 0
    beg: cyl 128/ head 1/ sector 1;
    end: cyl 975/ head 63/ sector 32
(...)

Attempt 2: root on wd(4)



There is no mbrlabel(8) on FreeBSD so we must create labels manually:

# disklabel da1
# /dev/da1:
16 partitions:
#    size offset fstype   [fsize bsize bps/cpg]
  a: 1736672 262176 4.2BSD 1024 8192 0
  c: 2000880 0 unused 0 0 # "raw" part, don't edit
  e: 262144 32 MSDOS 0 0 0
#



Finally, we copy NetBSD sets:

# newfs_msdos -F16 /dev/da1s1

# newfs /dev/da1s2

# mount -t msdosfs /dev/da1s1 /mnt/jornada-windows

# mount /dev/da1s2 /mnt/jornada-netbsd

# cp installation/hpcboot-sh3.exe 

binary/kernel/netbsd-GENERIC.gz /mnt/jornada-windows/

# echo base.tgz etc.tgz modules.tgz rescue.tgz | tr ' ' '\n' | 

xargs -I % tar -xpvzf binary/sets/% -C /mnt/jornada-netbsd/

# umount /mnt/jornada-netbsd

# umount /mnt/jornada-windows



NetBSD doesn’t boot because device nodes are missing. There is a 
script dev/MAKEDEV to create them but it doesn’t run on FreeBSD.

It means that we need NetBSD to install NetBSD...



Attempt 3: root on wd(4) installed from miniroot on md(4) with NetBSD 7

Run hpcboot(8) as in the 1st attempt, partition CF as in the 2nd attempt,
place sets on the FAT partition and install NetBSD using sysinst(8).

















Attempt 4: root on wd(4) installed from miniroot on md(4) with NetBSD 5.0.1

Run hpcboot(8) as in the 1st attempt, partition CF as in the 2nd attempt,
place sets on the FAT partition and extract NetBSD sets manually.



We mount partitions, extract sets and add basic configuration to boot:

# mount /dev/wd0a /mnt
# mount -t msdos /dev/wd0e /mnt2
# cd /mnt
# tar -xvpzf /mnt2/base.tgz
# tar -xpvzf /mnt2/etc.tgz
# tar -xpvzf /mnt2/kern.tgz
# sed ‘s@rc_configured=NO@rc_configured=YES@’ etc/rc.conf >etc/rc.conf.new
# echo ‘hostname=”jornada”’ >>etc/rc.conf.new
# mv etc/rc.conf.new etc/rc.conf
# echo “/dev/wd0a /   ffs   rw,noatime,nodevmtime 1 1” >etc/fstab
# cd dev
# ./MAKEDEV all
# halt





Conclusion

● Unfortunately Tier 2 platforms are not well tested;
● It would be great if we could use sysinst(8);
● NetBSD must be installed from NetBSD (at least it didn’t work in my case);
● However, a disk can be prepared on FreeBSD. It’s important to use fdisk 

and disklabel.



Future ideas

● Debug why NetBSD-current doesn’t run on hpcsh;
● Configure and start X server;
● Run Doom;
● Full disk encryption (cgdroot module);
● NFS boot;
● DTrace(?);
● ZFS(?).



Check if you have some old hardware that can run NetBSD!




