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REPORTS & UPDATES



LibreSSL 3.0.0 Released in OpenBSD

Source: https://marc.info/?l=openbsd-announce&m=156500965928485&w=2

● First 3.0.X release which will eventually be 

part of OpenBSD 6.6

● Completed the port of RSA_METHOD 

from OpenSSL 1.1

● Cleaned-up documentation

● Fixes in:

○ carry operation in Streebog

○ -modulus option for DSA

○ PVK format for DSA & RSA

● Build optimizations



OpenZFS on OS X 1.9.2 released

Source: https://openzfsonosx.org/forum/viewtopic.php?f=20&t=3296

● Fixed some core dumps & aborts after zfs 

rename

● Fixes in:

○ zfs raw recv

○ zfs spill block recv

○ zfs send deadlock in bqueue



OpenBSD binary updates for security and other 
problems in Base OS

Source: https://marc.info/?l=openbsd-announce&m=156577865917831&w=2

● release: fixed point in time, no update (6.3, 6.4, 6.5, ...).

● stable: conservative updates only. For ports, only the 

most recent release is updated (currently 6.5).

● current: main development branch, receives bigger 

changes



OpenBSD Ada bindings for pledge & unveil

Source: http://verisimilitudes.net/2019-07-27



New firewall test suite on FreeBSD

Source: https://svnweb.freebsd.org/base?view=revision&revision=350586

Test suite for pf, ipfw and ipf;



OpenBSD ported Electron

Source: https://twitter.com/canadianbryan/status/1164632273519611904?s=19



More updates for using OpenBSD on Lenovo X1

Source: https://jcs.org/2019/08/14/x1c7

● lacking bass on OpenBSD;

● fix for msrs & pat on main CPU -- slow 

console on x1r7.



FreeBSD April-June 2019 Status Report

Source: https://www.freebsd.org/news/status/report-2019-04-2019-06.html

Example reports for anyone:

○ not a programmers:

■ link to a presentation of the 2019 FreeBSD survey 

results at BSDCan 2019

○ more technical:

■ news about git in FreeBSD;

■ status of some error detection on security tools,

■ announce the sysctl clone

○ experienced: 

■ updates to the linux compatibility layer;

■ much low level work on graphics;

■ many new bhyve features;

■ more user-friendly experience with trackpoints and 

touchpads enabled by default



BUGS



Reported CVE in BSD
● Reference count overflow in mqueue (FreeBSD 11.2 - 12.0) [CVE-2019-5603]

https://www.freebsd.org/security/advisories/FreeBSD-SA-19:24.mqueuefs.asc

● Kernel memory disclosure from /dev/midistat (FreeBSD 11.2 - 12.0) [CVE-2019-5612]

https://www.freebsd.org/security/advisories/FreeBSD-SA-19:23.midi.asc

● IPv6 remote Denial-of-Service (FreeBSD 11.2 - 12.0) [CVE-2019-5611]

https://www.freebsd.org/security/advisories/FreeBSD-SA-19:22.mbuf.asc 

● Insufficient validation of guest-supplied data (e1000 device) (FreeBSD 11.2 - 12.0) [CVE-2019-5609]

https://www.freebsd.org/security/advisories/FreeBSD-SA-19:21.bhyve.asc 

● Insufficient message length validation in bsnmp library (FreeBSD 11.2 - 12.0) [CVE-2019-5610]

https://www.freebsd.org/security/advisories/FreeBSD-SA-19:20.bsnmp.asc 

● ICMPv6 / MLDv2 out-of-bounds memory access (FreeBSD 11-2 - 12.0) [CVE-2019-5608]

https://www.freebsd.org/security/advisories/FreeBSD-SA-19:19.mldv2.asc

● Multiple vulnerabilities in bzip2 (FreeBSD 11.2 - 12.0) [CVE-2016-3189, CVE-2019-12900]

https://www.freebsd.org/security/advisories/FreeBSD-SA-19:18.bzip2.asc 
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Reported errata

● ipfw(8) jail keyword broken prior to jail startup

https://www.freebsd.org/security/advisories/FreeBSD-EN-19:17.ipfw.asc 

● Bhyve instruction emulation improvements (opcode 03H and F7H)

https://www.freebsd.org/security/advisories/FreeBSD-EN-19:16.bhyve.asc 

● Incorrect exception handling in libunwind (FreeBSD 11.2, 12.0)

https://www.freebsd.org/security/advisories/FreeBSD-EN-19:15.libunwind.asc

● Incorrect locking in epoch(9)

https://www.freebsd.org/security/advisories/FreeBSD-EN-19:14.epoch.asc 

● IPv6 neighbor cache leak on expiration (NetBSD 8.1 - current)

https://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2019-004.txt.asc
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CURIOSITIES



New GSoC update for  incorporating the 
memory-hard Argon2 hashing scheme into NetBSD

Source: https://blog.netbsd.org/tnf/entry/gsoc_2019_report_update_incorporating

Report contains some recommendations and 

descriptions for:

● Argon2 variants;

● appropriate salt length;

● appropriate tag length;

● appropriate degree of parallelism;

● maximum amount of memory to utilize;

● acceptable time cost;



Fuzzing NetBSD filesystems via AFL [Part 2]

Source: http://blog.netbsd.org/tnf/entry/fuzzing_netbsd_filesystems_via_afl

Report contains information about:

● AFL port for NetBSD;

● plans to write a kernel fuzzing 

benchmark

● step by step examples how to 

fuzzing particular filesystem



Half-Life 1 on OpenBSD -- confirmed

Source: https://twitter.com/canadianbryan/status/1158512880217731079



OpenBSD Olive: Adobe Premiere-like clone

Source: https://twitter.com/__briancallahan/status/1157784738129752067



OpenBSD 6.5 booted from floppy disk on
machine from 1996

Source: 
https://www.dobreprogramy.pl/wielkipiec/Instalator-OpenBS
D-mikroskopijny-wyjatek-w-morzu-softwareowej-opuchlizny,
103141.html

● Successful network installation of OpenBSD 6.5 + 

LibreSSL + Perl.

● Machine specification:

○ Pentium 200 (Socket 7, no MMX),

○ 128 MB RAM, 4x SIMM,

○ 1 MB DRAM for integrated graphic S3 Trio64+.

● Installer size: ~ 1.44 MB.



New VCS on OpenBSD: Game of Trees

Source: https://undeadly.org/cgi?action=article;sid=20190810123007



EVENTS



BSD Events in August

August 2019

● COSCUP 2019, Taipei, Taiwan

17 - 18 August, 2019

● Open Source Summit North America, San Diego, United States

21 - 23 August, 2019



BSD Events in September

September 2019

● vBSDcon 2019

September 5-7, 2019, Reston, VA, USA.

● EuroBSDCon 2019,

September 19-22, 2019, Lillehammer, Norway.

https://vbsdcon.com/
https://2019.eurobsdcon.org/

