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LibreSSL 3.0.0 Released in OpenBSD o

List: openbsd-announce

Subject: LibressL 3.0.0 Released

From: Brent Cook <busterb il ! com>
Date: 2019-08-05 12:43:56

Message-ID: 20190805124356.GA38208 santo ! lan
[Dovmload RAW message or body]

We have released LibreSSL 3.0.0, which will be arriving in the
LibreSSL directory of your local OpenBSD mirror soon.

This is the first development release from the 3.0.x series, which will
eventually be part of OpenBSD 6.6. It includes the following changes:

Completed the port of RSA_METHOD accessors from the OpenSSL 1.1 API.

Documented undescribed options and removed unfunctional options
description in openssl{1l) manual.

A plethora of small fixes due to regular oss-fuzz testing.

Various side channels in DSA and ECDSA were addressed. These are some of

the many issues found in an extensive systematic analysis of bignum usage

by Samuel Weiser, David Schrammel et al.

Enabled openssl(l) speed subcommand on Windows platform.

Enabled performance optimizations when building with Visual Studio on Windows.
Fixed incorrect carry operation in 512 addition for Streebog.

Fixed -modulus option with openssl{1l) dsa subcommand.

Fixed PVK format output issue with openssl{l) dsa and rsa subcommand.

The LibreSSL project continues improvement of the codebase to reflect modern,
safe programming practices. We welcome feedback and improvements from the
broader community. Thanks to all of the contributors who helped make this
release possible.

Source: https://marc.info/?l=openbsd-announce&m=156500965928485&w=2

First 3.0.X release which will eventually be
part of OpenBSD 6.6
Completed the port of RSA_METHOD
from OpenSSL 1.1
Cleaned-up documentation
Fixes in:

o carry operation in Streebog

o  -modulus option for DSA

o PVKformat for DSA & RSA

Build optimizations



OpenZFS on OS X 1.9.2 released LI

1.9.2 New Stable Release!

POSTREPLY i h this topic.

1.9.2 New Stable Release!

lundman » Fr

Fixed some core dumps & aborts after zfs
T . rename

= e Fixesin:

o zfs raw recv

o zfs spill block recv

o zfs send deadlock in bqueue

Notarize can sometim ve installation error "kextcache code= Reason is unknown, but install completes successfully.

Last release was the officially the last release for 10.8 and 10.9. But due to popular demand, we included 10.9 any

Clicking * button to load the KEXT on 10.13 can't be done over remote connections (VINC), but must
be done on local console.

https:#openzfsonosx.org hangelog

Source: https://openzfsonosx.org/forum/viewtopic.php?f=20&t=3296



OpenBSD binary updates for security and other™
roblems in Base OS

openbsd-announce
OpenBSD -stable binar ackages
Solene Rapenne <solene openbsd ! org>
2019-08-14 10:29:24
Message-ID: 9d24886el1145¢l157 solene ! perso ! local
[Download RAW message or body]

The OpenBSD base system has received binary updates for security and

TERE B Fofeigeg e prebiens e e B hronsh symateh (8] for e e release: fixed point in time, no update (6.3, 6.4, 6.5, ...).

We are pleased to announce that we now also provide selected binary
packages for the most recent release. These are built from the -stable
ports tree which receives security and a few other important fixes:

rslgte fized peine o cine, ne waste (63, 6.8 6.5 o). e stable: conservative updates only. For ports, only the

conservative npdates only. For ports, only the most recent
release is updated (currently 6.5).
-current: main development branch, receives bigger changes.

Initial updates for amd64 are already available at most mirrors (check .

For the /pubfopenBSD/6.5/packages-stable directory) . 1386 is eurrently most recent release is u ate current 5
building and will follow soon. If the mirror you are using is not synced . .
yet, you will need to wait or use a different one.

pkg_add{1) already had the required heuristic to manage -stable
packages. It will be able to use the /packages-stable/ directory in the

e current: main development branch, receives bigger

1. you use fetc/installurl and the PKG_PATH environment variable is not
set (default installation case)
2. you use the PKG_PATH environment variable and it uses %c or %m

The two directories are separate because the "packsges® dirsctory holds Chan es
the packages built at the release time. They will not be updated.
The packages-stable directory will be empty at the time of a new

release. Its contents will grow during the release life cycle as
security fixes and other fixes are committed to the -stable ports tree.

If pkg_add(1l) installs a new package and you meet the conditions for
using the packages-stable directory, detailed above, the version in
packages-stable will be chosen instéad of the original supplied at
release time. This also applies when using 'pkg_add -u' to upgrade
packages.

This means that, in a default 1nstallat10n, pkg_add will automatically
pick the latest version available to you

In the case of updating an installed package, this may require
restarting the running binaries to use the new code.

More info on the package system can be found at the following link:
https://www. openbsd. org/faq/faql5.html

Surprisingly, nobody saw the new directory show up on our mirrors, and
then report it on our mailing lists.

Source: https://marc.info/?l1=openbsd-announce&m=156577865917831&w=2




This library was written to help my easing into Ada programming, as I struggle with this language so different from all
others I've known. This is a package I can be proud of, however. This defines a simple package for OpenBSD's extra
facilities, namely pledge and unveil ere is an enumeration type common to both, two more enumeration types, two
array types thereof two exceptions, and then two procedures Pledge and Unveil. This is a simple and high-level
interface to OpenBSD's pledge and unveil facilities that came to mind in my errant thought. The procedures are
expected and designed to be used exclusively with array aggregates and not with the type names. Here is the example
that inspired the library:

with OpenBSD; use OpenBSD;

Unveil("/tmp/", (Read | Write => Allowed, others => Disallowed));

Pledge((Stdio | Fattr => Allowed, others => Disallowed));

These procedures work by fixing Ada's enumeration types over the strings OpenBSD uses to approximate such a
language facility. The pledge accepts a simple string of designated keywords separated by spaces and terminated
according to the usual C convention. The unveil accepts a filename and string of designated characters terminated
according to the usual C convention, as well. Failure cases are invalid pointers, malformed strings, invalid requests,
attempts to increase permissions, and so on. Several of these failure cases simply won't occur in Ada; the permission
errors are those that are particularly relevant and correspond to the exceptions, with unveil conflating some of the
failure cases for simplicity, and this is a reasonable decision given that the precise error can be learned.

I'm, of course, still rather green to Ada and so it can be expected the body of this package will be improved over time.

won't change any of the names used in the specification, but this is a reason you should only use array
aggregates with it. This library is not currently robust to change as I believe it should be, but I intend to correct this.
It has been a valuable learning erience and I expect to update this library as OpenBSD changes the semantics of
pledge and unveil or adds new facilities that would be worthwhile to expose to Ada.

Here is the pac f: 1e pac body, and the doc i
itten in 2019 by Prince Tri;

This page is available under the CCO Public Domain Dedicati

Source: http://verisimilitudes.net/2019-07-27
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New firewall test suite on FreeBSD

Revision 350586

Jump to revision: ;.00 Go 43 ‘

Author: thj

Date: Mon Aug 5 11:47:34 2019 UTC (2 weeks, 2 days ago)
Changed paths: 7

Log Message: Add common firewall test suite

Add a common test suite for the firewalls included in the base system. The test
suite allows common test infrastructure to test pf, ipfw and ipf firewalls from
test files containing the setup for all three firewalls.

Add the pass block test for pf, ipfw and ipf. The pass block test checks the
allow/deny functionality of the firewalls tested.

Submitted by:  Ahsan Barkati

Sponsored by: Google, Inc. (GSoC 2019)
Reviewed by: kp

Approved by: bz (co-mentor)

MFC after: 2 weeks

Differential Revision: https:

Source: https://svhweb.freebsd.org/base?view=revision&revision=350586

Test suite for pf, ipfw and ipf;



OpenBSD ported Electron o

.
@ Bryan Steele U Fonew
) :

@canadianbryan

robert@ has ported Electron to OpenBSD by
integrating it into our chromium port, it also uses
the current stable version and not some older

copy, avoiding duplicating some 600+ local
patches.

Henry, shield your eyes! @qgb1t

Sadly no pledge/unveil.. yet.

Source: https://twitter.com/canadianbryan/status/11646322735196119047s=19



OpenBSD Support Log

2019-07-26: Fir

Source: https://jcs.org/2019/08/14/x1c7

lacking bass on OpenBSD;
fix for msrs & pat on main CPU -- slow

console on x1r7.



FreeBSD April-June 2019 Status Report o

Example reports for anyone:

FreeBSD Team Reports

« Continuous Integration
e FreeBSD Core Team
e FreeBSD Foun

¢ |IRC Admin
® Ports Collection
* Release Engineering Team

Projects

® bhyve - Live Migration

¢ bhyve - Save/Restore

e BIO_DELETE support for th
e ENA FreeBSD Driver Update

o NFSv4.2 client/server implementation for FreeBSD
* NUMA awareness in the FreeBSD kernel

Architectures

* Broadcom ARM64 SoC support

* NXP ARM64 SoC support
Third-Party Projects

¢ Aberdeen Hackathon

* Bring more Security Intelligence to FreeBSD
e libvdsk - QCOW?2 implementation

e nsysctl 1.0

e not a programmers:

link to a presentation of the 2019 FreeBSD survey
results at BSDCan 2019

o more technical:

news about git in FreeBSD;
status of some error detection on security tools,

announce the sysctl clone

o  experienced:

Source: https://www.freebsd.org/news/status/report-2019-04-2019-06.html

updates to the linux compatibility layer;

much low level work on graphics;

many new bhyve features;

more user-friendly experience with trackpoints and

touchpads enabled by default
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Reported CVE in BSD o

e Reference count overflow in mqueue (FreeBSD 11.2 - 12.0) [CVE-2019-5603]
https://www.freebsd.org/security/advisories/FreeBSD-SA-19:24.mqueuefs.asc

e Kernel memory disclosure from /dev/midistat (FreeBSD 11.2 - 12.0) [CVE-2019-5612]
https://www.freebsd.org/security/advisories/FreeBSD-SA-19:23.midi.asc

e |Pv6 remote Denial-of-Service (FreeBSD 11.2 - 12.0) [CVE-2019-5611]

https://www.freebsd.org/security/advisories/FreeBSD-SA-19:22.mbuf.asc
e Insufficient validation of guest-supplied data (e1000 device) (FreeBSD 11.2 - 12.0) [CVE-2019-5609]

https://www.freebsd.org/security/advisories/FreeBSD-SA-19:21.bhyve.asc

e Insufficient message length validation in bsnmp library (FreeBSD 11.2 - 12.0) [CVE-2019-5610]
https://www.freebsd.org/security/advisories/FreeBSD-SA-19:20.bsnmp.asc

e |CMPv6 / MLDv2 out-of-bounds memory access (FreeBSD 11-2 - 12.0) [CVE-2019-5608]
https://www.freebsd.org/security/advisories/FreeBSD-SA-19:19.mldv2.asc

e  Multiple vulnerabilities in bzip2 (FreeBSD 11.2 - 12.0) [CVE-2016-3189, CVE-2019-12900]

https://www.freebsd.org/security/advisories/FreeBSD-SA-19:18.bzip2.asc


https://www.freebsd.org/security/advisories/FreeBSD-SA-19:24.mqueuefs.asc
https://www.freebsd.org/security/advisories/FreeBSD-SA-19:23.midi.asc
https://www.freebsd.org/security/advisories/FreeBSD-SA-19:22.mbuf.asc
https://www.freebsd.org/security/advisories/FreeBSD-SA-19:21.bhyve.asc
https://www.freebsd.org/security/advisories/FreeBSD-SA-19:20.bsnmp.asc
https://www.freebsd.org/security/advisories/FreeBSD-SA-19:19.mldv2.asc
https://www.freebsd.org/security/advisories/FreeBSD-SA-19:18.bzip2.asc

Reported errata

e ipfw(8) jail keyword broken prior to jail startup
https://www.freebsd.org/security/advisories/FreeBSD-EN-19:17.ipfw.asc

e Bhyve instruction emulation improvements (opcode 03H and F7H)
https://www.freebsd.org/security/advisories/FreeBSD-EN-19:16.bhyve.asc
e Incorrect exception handling in libunwind (FreeBSD 11.2, 12.0)

https://www.freebsd.org/security/advisories/FreeBSD-EN-19:15.libunwind.asc

e Incorrect locking in epoch(9)

https://www.freebsd.org/security/advisories/FreeBSD-EN-19:14.epoch.asc

e |Pv6 neighbor cache leak on expiration (NetBSD 8.1 - current)

https://ftp.netbsd.ora/pub/NetBSD/security/advisories/NetBSD-SA2019-004.txt.asc



https://www.freebsd.org/security/advisories/FreeBSD-EN-19:17.ipfw.asc
https://www.freebsd.org/security/advisories/FreeBSD-EN-19:16.bhyve.asc
https://www.freebsd.org/security/advisories/FreeBSD-EN-19:15.libunwind.asc
https://www.freebsd.org/security/advisories/FreeBSD-EN-19:14.epoch.asc
https://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2019-004.txt.asc

CURIOSITIES



New GSoC update for incorporating the
memory-hard Argon2 hashing scheme into NetBSD

Report contains some recommendations and

descriptions for:

GSoC 2019 Report Update: Incorporating the memory-hard Argon2 hashing scheme

into NetBSD ° Argon2 Variants;

August 06, 2019 posted by Kamil Rytarowski

This report was prepared by Jason High as a part of Google Summer of Code 2019 ® a ppro prl ate Sa It |ength .
’

Introduction

As a memory hard hashing scheme, Argon2 attempts to maximize utilization over multiple compute units, providing a defense against both Time
Memory Trade-off (TMTO) and side-channel attack ost, we introduced our GSOC project's phase 1 to integrate the Argon2 reference

implementation into Net8SD. Having succ < 1, Bars we B4 Hischss. povaioker Bining 5s It relatas 5 pascwowd ° appropnate tag Iength;

management and performance

ter Tuning

e appropriate degree of parallelism;

Both the reference paper [1] and the forthcoming RFC [2] provide recommendations on how to determine appropriate parameter values. While
there are no hard-and-fast rules, the general idea x ation while keeping performance, measured in execution run-
time, within a tolerable bound. We summarize this process 2

e maximum amount of memory to utilize;

Determine the appropriate salt length
. Determine the appropriate tag length
Determine the acceptable time cost

etarmine the s et of memoryto uize e acceptable time cost;

Determine the appropriate degree of parallelism

All three Argon2 variants are available in NetBSD. First, argon2i is a slower variant using data-independent memory access suitable for password
hashing and password-based key derivation. Second, argon2d is a faster variant using data-dependent memory access, but is only suitable for
application with no threats from side-channel attacks. Lastly, argon2id runs argon2i on the first half of memory passes and argon2d for the
remaining passes. If you are uns: which variant to use, it is recommended that you use argon2id.[1][2]

tep 2

our current implementation a constant 32-byte hash length (defined in crypt-argon2.c) and a 16-byte salt length (defined in pw_gensalt.c).
Both of these values are on the high-end of the recommendatio

Argon2 on the remaining three variables: time (t), memory (m), and parallelism (p). Time t is defined as the amount of required

nd is specified as the number of iterations. Memory m is defined as the amount of memory utilized, specified in Kilobytes (KB).
Parallelism p defines the number of independent threads. Taken together, these three parameters form the knobs with which Argon2 may be
tuned

Source: https://blog.netbsd.org/tnf/entry/gsoc_2019_report_update_incorporating



Fuzzing NetBSD Filesystems via AFL. [Part 2]
August 11, 2019 posted by Kamil Rytarowski
This report was written by Maciej Grochowski as a part of developing the AFL+KCOV project.

Recently | started working on Fuzzing Filesystems on NetBSD using AFL.
You can take a look at the previous post to leam more details about background of this project.
This post summarizes the work that has been done in this area, and is divided into 3 sections:

1. Porting AFL kernel mode to work with NetBSD
2. Running kernel fuzzing benchmark
3. Example howto fuzzing particular Fi

AFL Port for NetBSD

AFL s a well r user space programs and libraries, but with some changes it can be used for fuzzing the kemel binary itself.

For the first step to fuzz the NetBSD kemel via AFL, | needed to modify it to use coverage data provided by the kemnel instead of compiled
instrumentations. My initial plan was to replace the coverage data gathered via afl-as with that provided by kcov(4). In this scenario, AFL would
just run a wrapper and see the real coverage from the kernel

1 also saw previous work done by Oracle in this area, where instead of running the wrapper as a binary, the wrapper code was included in a
custom library (.so object).

Both approaches have some pros and cons. One thing that convinced me to use a solution based on the shared library with initialization code w;
the potentially easier integration with remote fork server. AFL has some constraints in the way of managing fuzzed binary, and keeping it on a
remote VM is less portable than fuzzing using a shared library and avoiding introducing changes to the original binary fu

Porting AFL kemel fuzzing mode to be compatible with Net8SD kemel mainly relied on how the operatin 1ages the coverage d
The port can be found currently on githt

®Writing a kernel fuzzing benchmark

Performance is one of the key factors of fuzzing. If performance of the fuzzing process is not good enough, it's likely that the entire solution
won't be useful in practice. In this section we will evaluate our fuzzer with a practice benchmark

One exercise that | want to perform to check the AFL kemel fuzzing in practice is similar to a password cracking benchmark. The high level idea
is that a fuzzer based on coverage should be much smarter than bruteforce or random generation.

To do this, we can write a simple program that will take a text input and compare it with a hardcoded value. If the values match, then the fuzzer
cracked the password. Otherwise, it will perform another iteration with a modified input.

Instead of "password cracker", | called my kemel program “lottery dev". It's a character device that takes an input and compares it with a string.

Source: http://blog.netbsd.org/tnf/entry/fuzzing_netbsd_filesystems_via_afl

Report contains information about:

AFL port for NetBSD;

plans to write a kernel fuzzing
benchmark

step by step examples how to

fuzzing particular filesystem



Half-Life 1 on OpenBSD -- confirmed o

@ Bryan Steele %
: {@canadianbryan
i y

Looks like @thfrw played some Half-Life 1
(xash3d) on #0penBSD but neglected to tweet
about it.

#PlayOnBSD

Twitch
Twitch is the world's leading video platform and community for
gamers.

Source: https://twitter.com/canadianbryan/status/1158512880217731079



OpenBSD Olive: Adobe Premiere-like clone ' @

Q (((Dr. Brian Robert Callahan))) -

Must be a video editing weekend. Got Olive, an
Adobe Premier-like clone, working on #0penBSD
too!

Source: https://twitter.com/__briancallahan/status/1157784738129752067



OpenBSD 6.5 booted from floppy disk on e
m a C h i n e f ro m 1996 Instalator OpenBSD: mikroskopijny wyj.tek w morzu

software'owej opuchlizny

e  Successful network installation of OpenBSD 6.5 + ol

LibreSSL + Perl.
e Machine specification:
o  Pentium 200 (Socket 7, no MMX),
o 128 MB RAM, 4x SIMM,
o 1 MB DRAM for integrated graphic S3 Trio64+.

° Installer size: ~ 1.44 MB.

Source:
https://www.dobreprogramy.pl/wielkipiec/Instalator-OpenBS
D-mikroskopijny-wyjatek-w-morzu-softwareowej-opuchlizny,
103141.html




New VCS on OpenBSD: Game of Trees

, OpenBSD Journal

Home | Archives | About | Submit Story | Create Account | Login

Game of Trees

Stefan Sperling (stspa) is developing a version control system, "Game of Trees". From <https://aameoftrees.org/>:

Game of Trees (Got) is a version control system which prioritizes ease of use and simplicity over flexibility.
Got is still under development; it is being developed exclusively on OpenBSD and its target audience are OpenBSD developers.

Got uses Git repositories to store versioned data. At present, Got supports local version control operations only. Git can be used for any functionality which
has not yet been implemented in Got. It will always remain possible to work with both Got and Git on the same repository.

GoT has been added to the ports tree as d
It is the subject of a talk at EUROBSDCON 2019.

Stefan has been involved in the discussion on Lobste.rs.

Source: https://undeadly.org/cgi?action=article;sid=20190810123007
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BSD Events in August

August 2019

e COSCUP 2019, Taipei, Taiwan
17 - 18 August, 2019

e Open Source Summit North America, San Diego, United States

21 - 23 August, 2019



BSD Events in September

September 2019

e vBSDcon 2019
September 5-7, 2019, Reston, VA, USA.
e EuroBSDCon 2019,
September 19-22, 2019, Lillehammer, Norway.



https://vbsdcon.com/
https://2019.eurobsdcon.org/

