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® CoO to ten syslog?

® PO CO zZbieramy logi?

® jak zbieramy 1
przetwarzamy




® naplisany przez Erica Allmana
prawie 40 lat temu

@ standard logowanila zdarzen

® podzial na zZrddio 1 poziom
waznoscil

® odbieranie, obrabianie,
przekierowywanie

® centralizacja

ewolucja => rsyslog,

syslog—ng...

Syslog




@ dziennik to strumien zdarzen

® komunikaty to dane wejsciowe

®@ rsyslog to mechanizm 1ch
przetwarzania (filtrowanie,
przekazywanie)

®@ kazdy etap jest konfigurowalny
1 modutowy

@ domyslnie rsyslogd czyta =z
/dev/1log (socket)




6' Cloud

®@ mata firma hostingowa
@ hosting obrazkdow
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@ ~12 PB danych satelitarnych
dostepnych dla uzytkownikdow

@ ~16 TB dziennej produkcji

mata firma




@ billing
® monitoring
®@ anallza uzycla repozytorium

po co zbieramy logi?




ustuga

ustuga

serwer

serwer

ustuga

serwer

ustuga

serwer

centralny serwer logow

rsyslog

stack ELK

jak zbieramy logi?

ustuga

serwer

rsyslog




/etc/rsyslog.conf

.syslogtag, isequal, "s3endpoint:" @logi.int.cloudferro.com:514
& stop

serwery usiugowe




/etc/rsyslog.conf

module(load="imudp")
input(type="imudp" port="514")
$InputUDPServerBindRuleset remote514
$UDPServerRun 514

#s3endpoint
$template DYNs3endpoint,"/logs/%fromhost%/s3endpoint.log”
:syslogtag, startswith, "s3endpoint" ?DYNs3endpoint

:syslogtag, startswith, "s3endpoint" @elk.int.cloudferro.com:10514;json-template
& stop

centralny serwer logdw




/etc/logrotate.conf

/logs/*/*.log

{
rotate 365
daily
missingok
copytruncate
notifempty
compress
dateext
sharedscripts
postrotate

reload rsyslog >/dev/null 2>&1 || true

endscript

centralny serwer logdw




logstash

/i\

F

asticsearch

elk stack




/etc/logstash/conf.d/remote.conf

input {
udp {
host =>"10.11.12.13"
port => 10514
codec => "json"
type => "rsyslog"
}
}

logstash - input




grok {

match => { "message" => "%{SYSLOG5424SD}
%{IP:client_ip} \(\) {%{DATA} vars in %{DATA} bytes\}
%{SYSLOG5424SD:syslog date} %{WORD:request}
%{URIPATHPARAM:path} => generated
%{NUMBER:t_bytes:int} bytes in
%{NUMBER:execution_time:int} msecs \(%{DATA}
%{NUMBER:response_code}\)" }

}

logstash - filter




if " _grokparsefailure" not in [tags] {
grok {
match => { "path" => "/DIAS/%{DATA:collection}/" }
match => { "path" => "/EODATA/%{DATA:collection}/" }
}
mutate {
remove_field => [ "message” ]

}
}

logstash - mutate




translate {

regex => true

field => "[product]”

destination => "[collection]”

dictionary => {
"S1" => "Sentinel-1"
"S2" => "Sentinel-2"
"S3" => "Sentinel-3"
"S5" => "Sentinel-5"
"LC" => "Landsat-8"
"MER" => "Envisat"

]
fallback => "Other"

}

logstash - translate




output {
if [type] == "rsyslog" {
elasticsearch {
hosts => [ "127.0.0.1:9200" ]
document_id => "%{fingerprint}"
}
}

logstash - output
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monitoring jakosciowy




© @ Sentinel-2
@ Landsat-5
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requesty - tylko GET




GET per collection

downloaded per collection

Envisat




data / GET

request:GET: filters

collection.keyword: Descending
Sentinel-1

Landsat-7

Envisat

Landsat-8

Sentinel-1-COG

Sentinel-3

Landsat-5

Sentinel-5P

Sentinel-2

Average t_bytes
21.361MB
12.995MB
12.903MB
10.727MB
7.547MB
1.934MB
732.172KB
379.707KB

43.498KB

sum(t_bytes) and count(GET)

collection.keyword: Descending
Sentinel-3

Sentinel-1

Sentinel-2

Landsat-5

Sentinel-5P

Envisat

Landsat-7

Landsat-8

Sentinel-1-COG

filters

request:GET
request:GET
request:GET
request:GET
request:GET
request:GET
request:GET

request:GET

request:GET

Sum of t_bytes
2.297TB
1.744TB
348.487GB
98.181GB
58.723GB
37.725GB
29.468GB
26.85GB

11.644GB

Count
2,490,710
171,240
16,790,421
281,225
324,380
5,991
4,649
5,126

3,160

req/GB
1,058.901
95.878
48,180.843
2,864.361
5,523.899
158.805
157.764
190.913

271.374
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